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Tnitia |Accesiblidad | Contacts con nesetrs |Direccionss y Talsfonos | Contenido de |3 web

COBIERNO DEL
PRINCIPADO DE ASTURIAS
Www.asturias.es

sturizny | Engish

iQué deseas buscar?

Why me?

/ = \
poprcosytLomit ey visitar Asturias Trabajar en Asturias /
[ ] Puedes utilizar internet =
= o mee de B0 bamkes >Historiay datos 3 Qué visitar >Buscar emples > Con discapacidad Consultar
., > Coma legar >Rtas SEstarenparo  >Formarss el BOPA
» Autorizacion de
- - " [ S e——— >Dénde dormir > Comer y beber SHacer oposiciones 3 Hacer practicas ) e
Hatural Inteqral de
Murigllos Mas opciones Mais opciones » Bustar en el BOPA

+ Solicitud de admisidn

] ]
2 convocatorias de ¥ivir en Asturias Estudiar en Asturias
I e e O a S u I e empleo piblico sCuidartusehd > Famil 5 " S Form. Frafesionsl Gobierno del
I l - . idar bu saly amila uscar centro arm, Prafesional Princioado

Reservas a Hacer deporte 2 Comprar o alquiar  2Ir alaUniversidad 2 Profesorado

sociedades de >Info, tributaria > éct, culturales >Pedirunabeca  >Planes de apevo » Gobierno
cazadores de ambito » Fresiderte

. u u
0Otros servicios Gobierno
SOolution:. Novell |1 din : |
j > Ayudasy Empresas.
Problem:
rooiem.

subvenciones

*Crear una empresa * Invertir en Asturias
Todos nuestros servicios 4| »Ayudas plblicas » Consula da facturas y
pagos

Mas informacin

Information Architecture rules! e |- (
. Password | | » SR

Login form embedded home page
= | —

IChain redirects to its on login page —

Teétona de Emergensias

1 1 2 ASTURIAS L, . * Marcos Pedn brilld entre
Informacién municipal Destacamos \usm m}\zes de
01/t 2007

L]
S e r eX e rI e n Ce d e r d e d ' et — e e
?Red de telecentros intoxicados en
U a . »Trabagastur s
»Red de dfusién parala TPA e
*Infoasturias Noticias cedidas por RTPA
I fl n L] L]

Mas Informacion municipal

iChain proxy server FRTPA, la Radiotelevision de los

asturianas

Contacta con Nosotros >Insthuta Asturianc de Adniristraciin

Per Infernet Por teléfens Pblics " Adlfo Posada"
*Biblioteca digital del Principado de
Ll i I
[ SAC
e S S O I e a r e d R O-I 2
FRtencion Ciudadana

—nd |

@ Copyright 2006, Gobiermo del Prindpado de Asturics
avisoLend | Bolitics de Privacidad | Contactar

Check the specs first!

1. User authenticates to system

2. ICHAIN_UID specified to LDAP common name

3. OLAC reads user's common name

4. Injects common name in HTTP authentication header

5. Non-context-aware Web server authenticates the user
using the common name
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http://www.asturias.es/

, =
Why me | o

JBOSS Application Server

Different application context same cluster
ClusteredSingleSignOn

m
.
m |
g
z
i
g
[-}

LDAP_Authenticator =
Lesson learned:
Keep it simple
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Why me?

Liferay Portal

Alfresco Content Management System
Mantis Bugtracker

Central Authentication Server

Lesson learned: q,};
Opensource works! \| &
A \Iresco AS

*.z LIFERAY.

Enterprise. Open Source. For Life.
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Why me?

ERN Oracle WebLogic Applications

uilt-in SAML2 module
hallenges:

Oracle Documentation
Oracle Support
Automate the setup
Legacy

esson learned:

Share your knowledge!

CERN
openlab

ORACLE WebLogie Server s ori 30

{REST } Jython

o o P [ R Y [ p————

E== EE e e e e s

AIS Common login

Login Name or Emall Address : D

Password :

| Login

Reminder: you have agreed to comply with the CERN computing rules

ORACLE  __
Developer = BROWSE
Community

CERN Single Sign-On

Sign in with a CERN account, a Federation account or a public service account

Sign in with your CERN account
Reminder:you have agred to comply with the CERN computing res
Use credentials

Userame or Email address Password

1 [ signin

or Email Address 2

Use one-click authentication

Sign in using your current Windows/Kerberos credentials [autologon]
Use your current authentication token. You need Internet Explorer on CERN Windows or Firefox on SLC
(Firefox help here).

Sign in using your Certificate [autologon]
@ om

Usea gt erificate to your CERN Account.
Use strong two factor authentication [<hov]

Sign in with a public service account

FX | Facebook, Google, Live, etc.

Authenticate using an external account pravider such as Facebook, Gooale, Live, Yahoo, Orange.

Sign in with your organization or institution account

Qedua ‘Enter the name of the organisation you are affiliated% -

Why is my organisation not listed?

Oraciocom  Dowloods  Cloud Tls  Obhr Languages  Go Directy o Quick Links

Nows 705 points Inbox @) G Luis~ QU

Fusion Middleware -

Overview  Content  People  Subspaces  Calendar

Yes, You Can Take Oy

f wino

Actions = About

OTN ArchBeat Pode:

CCOMMUNITY MANAGER SPACE TREE

© Master Data Management (MDM)  view 1 subspace

© Application Server  view spaces

© Identity Management  View 2 susspaces

© WebCenter  views »

© Transaction Processing

Luis Rodriguez Fernandez

L
Community Newsietter Program Apps, Low Power Network

Architect Ace  Podcast loT n 2017 TGS 35 opan up about Open Source

Edge Computing, and Moro

ORACLE PAAS SERVICES

0 Java Cloud Service
0 Developer Cloud Service:

0 Mobile Cloud Service

@ Process Cloud Service

0 Business Iteligence Cloud

©10T Cloud Service:



Why me?

Java Web Hosting Service aka MWQOD f
PaaS 4
Apache Tomcat as a Service
Stopped 04/10/2017
Replace by openshift §
Shibboleth |
Used by many other CERN IT Services '
Lesson learned:
Trust your IT!
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Why me? & :!; CERN
CERN IT-DB-IMS "Pog= openlab

250~ Oracle WebLogic Clusters
40~ apache tomcat
Web domains
300~ production
200~ non production
CERN openlab member
Oracle collaboration
Asturias. Spain -
M R eal
8 ovieno

oy
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$S0. Why?
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$S0. Why?

Benefit for the end users:
Only one password to rule them all
Benefit for your organization security:
Lower risk of phishing
Benefit for your developers:
Delegate authentication implementation

=
-
=
3
v
L

Protect your passwords
Protégez vos mots de passe

sword, will abuse your computing account H
ot de passe, abusera de votre compte informatique 2
H
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$S0. Why?

Web User Interfaces for control systems at CERN

WInCC_OA SCADA (BE-IC)
Apache Tomcat
Websockets
CERN SSO

MARS explorer
PLC barcode scanner
Pique system EN-ICS

=%, CERN
Iy~ openlab

MARS Explorer

[ WincC_OA Ultraligh x

< () be-ics-sds-beta-1.web.cerm.ch/Testw/ H angy @ B & = § =& ¢ be-ics-sds-beta-1.web.cern.ch, Testandy &b 3 & w § =

i Apps Lol user @ CottageleMeu: [} NewTab ® Understanding i Apps ) user @ Cottage LeMeu " NewTab ¢ Understanding
Press the button below to scan a new
barcode TR - — —
[] use Flashlight
> > PIPELINE 1 PIPELINE 1
SCAN BARCODE ® L T i
=5 DD DD
71 nggn . ® «
Otherwise, you can search by device name or = =
Barcode =
Device Name
O Device Barcode PIPELINE 2 PIPELINE 2
m 3 - @ |
s | T ;
SEARCH B W R = (]
P2 Inl ® L
Configuration of the Server url (optional)
https: /test-ice-mars.web.cern.ch/test-ice-m:
Luis Rodriguez Fernandez 12



$S0. How?
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$S0. How?

CERN Identity Management Architecture ow
User registered in Oracle Database

HR, -
Registration HR. Database

Member of groups and mailing lists
Owner of computing resources
Microsoft Active Directory
Authentication Providers e T
Ke rb e ro S Kerber:‘;‘-""-"‘*' LDAF‘ Em; - 550 8
(A} (A (CEn} (ADFS}
LDAP

wuE
p— — Applications

. Other Trusted
S S O Applications

om
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$S0. How?

CERN SSO SAMLZ SERVIC.E PROVIDERS

Assertion: Microsoft Identity Provider: ADFS2 ‘
“This is Luis, his email is

lurodrig@cern.ch, he has &

been authenticated via the

Cougk
- " v userNamE[ | GOOGLE
login form and he works in e 1 | I PROTOCOLS
CREDENTIALS -m.

the building 31” e

NAME: LUIS SAML1
LASTNAME: RODRIGUEZ

YUBIKEY

CgiTIFICiTE

EMAIL:lurodrig.cern.c
DEPARTMENT: IT
</XML>

S-FEDERATION LANGUAGE
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$S0. How?

Oracle WebLogic as SP neo var
SAML2 out-of-the-shelve
Custom
WisAttributeMapper:
Java Principals
SAML2SLO: logout
ssoFilters: apps integration
Legacy
Oracle APEX
Configuration
EntitylD + Certificate + Endpoints
|dP register
Circle of trust
Oracle Database
User session

i, < openlab Luis Rodriguez Fernandez 16

APPLICATION ID: application_1
SAML2 ENDPOINT: https://myapplication.cern.ch/weblogic_cluster_a/sam




$S0. How?

Shibboleth as SP

Opensource i = E{i

Shibboleth daemon e

Memcached _ T 3B shibboleth R c‘fgs
User session

Apache httpd server E{> ,:..&E
mod_shib

Assertion data in
HTTP: headers
AJP: attributes

", CERN Luis Rodriguez Fernandez 17
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$S0. How?

SAML2 Web Profile R ey e
HTTP-POST Redirect Binding

Resource

n Aszertion Single
ELESS Consumer Sign-Cn
check Semnice Serice

o o ‘o

Access Aﬁiﬁirgctwitgt GET using Chafllljernge
: =AuthnReguest= :
e E ! . “huthnRequest> i credertials
' . Signed
5 FOST signed =Response= Lzer
upply =Response=  jn HTML form I gin

resource

° e | °

\ ( Usellr or LA action )/

Browser
(\\ User or L& action /)
S
SS0-SP-me-FGET
= H
Bt openlab Luis Rodriguez Fernandez 18



$S0. How?

OAUTH2 in a nutshell
Security Framework for Authorization
Access tokens + HTTPS
Actors. Examples:
Resource owner: end user
Resource server: API
Client: web site consuming API
Authorization server:

Grants access with owner approval | “0T llllTIIﬂIIIZEIl

imgflip.com

= Y
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$S0. How?

OAUTH2. The valet parking analogy
Car — protected resource
Car owner — resource owner
Car owner — authorization server
Parking attendant — client
Valet key — access token

=0
Bt openlab Luis Rodriguez Fernandez 20



$S0. How?

Oracle REST Data Services
Java Web module
Translates HTTP verbs into SQL transtactions
GET /employee — SELECT * FROM employee...
PUT /employee — INSERT INTO employee (...
DELETE /employee/32 — DELETE FROM...
OAUTHZ2 supported

https://test-mwod-examples.web.cern.ch/oaut2-ords-client/printsites https://oraweb.cern.ch/ords/devdbl1/lurodrig/site
POST https://oraweb.cern.ch/ords/devdbl1/lurodrig/oauth/token
»~
°"E"6'Fi in (f{ --user CLIENT_ID:CLIENT SECRET --data "grant_type=client_credentials” (1)
q :_-::'i‘;) la\la‘ _ {"access_token":"-zYl-sFyB2iLicAHW2TsRA..","token_type":"bearer","expires_in":3600} ORACLE
D DATABASE
,\¥ GET https://oraweb.cern.ch/ords/devdbl1/lurodrig/site/ - ORACLE
gt = : WEBLOGIC
W- |d FI -H"Authorization: Bearer -zYI-sFyB2iLicAHW2TsRA.." (2)
| v P JSON={"items":[{"site_id":23,"archived":0,"category":"TEST","container_type":"TOMCAT"...}
T
=% CER . , .
?,,.__!- g‘;gmab Luis Rodriguez Fernandez 21



$S0. How?

CERN OAUTH2. Authorization Service

Authorization server
Resource server: user data (json)
Client credentials grant
Machine-to-machine

Applications work as clients

=¥). CERN

USER

CERN SSO OAUTH2 Authentication Sequence. JIRA

CERN OAUTH2 SERVER @ CERN LOGIN

Request protected ticket

JIRA

[
-

Request Authz Code

Redirect to CERM LOGIN

[
|

A A

Challenge for credentials

USER

i, openlab Luis Rodriguez Fernandez

Protected ticket

——fotededtdet

Access Token

<
-

Request protected user data with access token

User data (JSON)

<
-

Authorize user regarding the JSON data :)

JIRA

Credentials -
—_— |
Authenticate user :)
. Authorize code
=
L Authorize code
=
CLIENT _ID & CLIENT SECRET o
|
Authenticate IT-DB-STORAGE-API as valid client :)

CERN OAUTH2 SERVER m
www.websequencediagrams.com

22



Conclusions

=0
'n,l' g?gnlab Luis Rodriguez Fernandez 23



Conclusions

Lessons learned
Check specifications
Test, test, test!!!

Keep it simple
Opensource works
Share your knowledge
Do not reinvent the wheel!
Trust your IT
Follow standards
Different scenarios
Web interfaces
SAML2 Web profile
APls
o OAUTHZ2

1= openlab

HOW STANDARDS PROUFERATE:
(66 A/C CHARGERS, (HARACTER ENCODINGS, IN STANT MESSAGING, ETC)

SITUATION:
THERE ARE
|4 COMPETING
STANDPRDS.

|\ RIDIEULDUS,*

WE NEED To DEVELOP
ONE. UNIVERSAL STANDARD
THAT COVERS EVERYONE'S
USE CASES. ey

\ O J

)

rﬁm\.t

SITUATION:
THERE ARE
|5 COMPETING
STANDPRDS.

Luis Rodriguez Fernandez
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Conclusions

Demo: Thursday 12th October, 17:45 - 18:15 |
THSH302 - 1000 Things.... ‘\ OPEN

ORACLE

WEBLOGIC

@€ spring
@ :

hhhhhhhhh
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QU ESTIONS"

luis.rodriguez.fernandez@cern.ch
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