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A not-so-bumpy
road to Puppet 4
at CERN

nacho.barrientos@cern.ch
CERN IT Department
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On the French-Swiss border
22 member states

Collaborators from all around the world
What do we do?
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CERN Service Portal

easy access to services at CERN

Home News ~ Service Information ~ MNavigate Catalogue ~ Contacts My Profile ~ Site Guide

@ Service Availability Overview

& Service Available () Service Degraded ) Service Unavailable quormational Message % No Information Rubligiserasnsiiew, [iMinimel view :7ag

Batch Services Desktop Services Infrastructure Application Services Storage Services

& Batch
@ BOINC
% HPC
Collaboration Services
% Conference Rooms
& E-Mail
& Eduroam
@ Lync
& sharepoint
Computer Security Services
% Certificate Authority
& single Sign On and Account Management

Data Analytics Services
% HADOOP

Database Services
% Accelerator Database
% Administration Database
2 Database on Demand
% Database Replication
% Experiment Database
% General Purpose Database

% Windows Desktop
Development Services

% Git

@ JRA

Q:j SVN

Doc t t Services

% CcDS

Engineering Software Services
Qz] Electronics Design Software
% Mathematics Software
% Mechanical Design Software

GRID Services
QI File Transfer
% GRID Compute Element
% GRID Development
% GRID Information
QI GRID Infrastructure Monitoring
& MyProxy
% VOMS

Q Indico Event Application Support
Interactive Services
Q LXPLUS
& Wwindows Terminal Servers
IT Infrastructure Services
& ACRON
% Centralised Elasticsearch
% Configuration Management
Q Linux Operating System
Load Balancing
@ Messaging
% Monitoring
& server Provisioning
Network Services
& Campus Network
@& cixp
3 Datacenter Network
& Network Database and Registration
% Network for Projects and Experiments
@& Technical Network
& WIFI
& WLCG Network
Printing Services
& Printing and Copying

%AFS

eﬁ Backup and Restore
% CASTOR

% Ceph

& CERNBox

@& CVMFS

% DFS
% EOS
Q] FILER

Telephone Services

& E-Fax

& Fixed Line Phone

Text and Media Services

& Alerter
@ MultiMedia
Q Public Information Display

Web Services

eﬁ AFS Web Hosting

% CERN Search

Q] Databases Applications

% Drupal

% 1IS Web Hosting

% Java Web Hosting

& Paas Web Application Hosting

@ Twiki
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34k active nodes in PuppetDB
Base catalog contains 1 2 k resources

350 catalogs compiled per minute
1 91 changes™ per day

350 puppeteers



CONFIG TEAM
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Only one service

hostgroups

SERVICE MANAGERS

risk
individual modules and

impact
Fornaz;{ised shared modules
rocess CONFIG TEAM
base modules

100% nodes
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Changes to QA are announced publicly

Typical QA duration: 1 week

All service managers can stop them

@ Config Release Management / CRM-1943
custom datacentre fact - new network ITS is meyrin.

# Edit [J Comment Assign = More = Merged into Production | Problem found in QA | Reject

Details People

Type: Caonfiguration Change Status: IMQA  (\ie

ikl ow) Assignee:

olution: Unresolved

Internal Data (Only
authenticated CEREN users
can see this issue)

Feporter:

custom
New feature

Manifest change

https ab.cern.ch/aifit-puppet-module-custom/merge_|

« Trivial change, if the ITS landb network is encountered this is also in the Meyrin
datacentre.

ITS = "Domain ITS, IT services (old GPN in data center)”

https:/inetwork.cern.ch/sc/

gi/sc fegi?Action=DCescribe&Starpoint=513-C

2 3 Export ~

:ﬁ Steve Traylen
Assign to me
E Steve Traylen

0 \ote for this issue

2 Start watching this issue

1 week ago
5 hours ago

08/MNov/ 16
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https://github.com/cernops/jens
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Our trip from Puppet g,jo’
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The preps...
Parallel server infrastructure

Cl framework

Base configuration dual compatibility
Planning and communication









When the ground started to shake

Castings that became errors

2t $::0operatingsystemmajrelease <= 6 {
3
4. }
Changed boolean interpretation ()

3. if $variable {

4, ... you are running puppet 4.
5. } else {

G ... You are running puppet 3.
15}

Variable scope and nested classes

class outer .
_ class inner
dynamic' :
; : notice(inline
include inner

Hiera variable names (dots)

“‘r-wux[‘\lww-

N
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© Tests
R #201467
i nassarn
#201468

| @ passed | -
= docker

#201465

allowed to fail

[ ® failed |

puppet3

puppet4

puppet4_latest

25






RECENT ACTIVITY IN PUPPET LAND

Bigger is more recent. Includes lopic branches. enlec sh, hostgroups in yellowish.

Comudmmwwppamw

0 16 || 44 02

Days Hours Minutes Seconds

cloud_monitoring cloud_monitoring  dbnetworkconfig  voatlasrucio y
p

rid wlmanagement aiadm
i & appserver a|StOOIS gfa|.2 cloud_baremetal

vopanda ctc na62 rc almon \adoop monltorlngdmaas

e voatlasmisc

cloud identit
p'ayg"‘c?n‘é”dfence « " vocmsdb asterisk

cOMPaSs cloud_compute g
drupal_ seffir/"icerE <> dom e
shibboleth phmicdm creamee.
streaming aE?osrocurement acronsvc mpi boinc

vocmsglidein pentaho
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200

150

100

Sun Jan &
2017

Belmiro Moreira
@helmiromoreira

Following

Countdown for #puppet 4 in production at

#CERN

Sun Jan 15

Sun Jan 22

IT SECRETARIAT

2nd floor
312007

Sun Jan 29

SunFeb 5

M ai_hg
- TOTAL
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Preparing the agent upgrade...
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Preparing the agent upgrade...

Custom facts (Facter 2.x —» Facter 3.x)

Dual configuration ([/etc/puppet, /etc/mcollective] o /etc/puppetlabs/*)
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Requests to /node

10,000

7,500

5,000

2,500

12:00 PM
Wed War 29
2017

6:00 P 12:00 AW
Thu Mar 30

I Fuppet3x 0 Puppet 4x

6:00 AM

24H PRODUCTION ROLL-OUT

12:00 PM
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3.5 months -
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And that 5%?

broken catalog, Puppet disabled, broken software updates...

please rebuild/reinstall ©)

Puppet 3.x

35



Unable! &

unpin software repositories,
fix dependency problems,
copy puppet.conf and run Puppet...

Puppet 4 .x

...usually helped

Puppet 3.x
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Double-check to make sure it’s safe before
purging cron resources

Previously, using resources {'cron’': purge => true} to purge cron resources would only purge jobs

[ ]
> belonging to the current user performing the Puppet run (usually root ). In Puppet 4, this action is more
aggressive and causes all unmanaged cron jobs to be purged.
u
Make sure this is what you want. You might want to set noop => true on the purge rescurce to keep an eye

on It

User crontabs removed from CVMES Stratum 0 release manager machines

Type: Incident Status:
Service Incident Resolved
Begin: Service Impact:
Wed, Mar 29, 2017 13:48 Degraded

Sixtrack user cronjobs lost
SE: BOINC Service, FE: BOINC Support,
As a consequence of the change of Puppet behaviour to purge all non-puppet managed cron jobs (CRM-2188),

Root Cause: Puppet 3 to Puppet 4 upgrade, and change of default behaviour with respect to cron. (CRM-2188), not detected in QA,

cron jobs removed for AlS
SE: Oracle Web Hosting Service, FE: Application Middleware Infrastructure,

As a side effect of Puppet 4 agent installation, crontab jobs have been removed from AIS main job scheduling machine.

31



What could we have done better?
Earlier CI

Module or Hostgroup Master Brach QA Branch Modulesync Branch IEUpReLMOnYIS- See Ty

it-puppet-hostgroup-acronsve it-puppet-module-selinux build 'success build | Success
it-puppet-hostaroup-afssry build [success . -
puppethosiroup m - puppet-moduls sendmat

build 'success :
it-puppet-module-serf build | failed build | failed build | failed
auBpeostgroupaimon

it-puppet-hostgroup-appserver build | Success build | Success

t-puppeLhostgroup backup

it-puppet-hostgroup-batchmon build [URKRSWA build [URKAGWA build | failed

Catalog diffs (octocatalog-diff?)

it-puppet-hostgroup-aiadm build ‘success

it-puppet-module-shibboleth build | success build | Success build [URknown)

it-puppet-module-singularity build fsuccess build | success

it-puppet_mgdm&murm build ‘success build FsUccess build sUccess
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Multi-tenancy

Packing problem
Auto-scaling
Auto-creation
Low maintenance
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www.cern.ch

https://cern.ch/nacho/puppetconf2017
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Backup slides
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Create topic branch
as neccesary

i

Create
environment

No

!

new environment
N

L

Move node to

... what about

Yes

!

Delete node

hMove node to old
environment

Delete topic branches
and environment

s QA time

Yes over?

new environment Y Ve
Make changes on Run Puppet and N Create MR (or Review MR
topic branches > tests Cg:ggﬁi L update) to ga i (somebody else)
Create node in ry ’
Is it
™ a shared
odule?
Yes
Yes
¥ l
Create MR to Announce
Merge to master € e My module? Mergetoga (% change
[y
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ibarrienfaiadm1d: (master)
“/it-puppet-environments $ cat aide32.yaml

default: ga
notifications: nacho. barrientos@cern.ch
gverrides:
modules:
flume: monit564
hostgroups:
punch: aide3Z
ibarriendaiadml3: {(master)
“tit-puppet-environments § Jj

46



ibarrien@aiadml3:

{master)

“/it-puppet-environments $ cat aide32.yaml

default: ga
notifications: nacho, barrientos@oern, ch
overrides:
modules:
flume: monitsed
hostgroups:
punch: aide3Z
ibarriendaiadml3: {(master)
“/it-puppet-environments $ ai-foreman -1 punch/aijens showhost
e e o
| Hame | Hostgroup | Environment
et e e e o
I —devBl.cern.ch | punch/ai jens/sb/livessecondary | aide3dZ
I 181 . cern.ch | punch/ai jensda/livesprimary | production
I 183 . cern.ch | punch/ai jenssfaslivessecondary | production
I e el | punch/ai jens/so/livesprimary | production
I 113 cern.ch | punchsaijens/b/livedsecondary | ga
dhmrm s e s S s S s e st s e denmimmmis i e
ibarriendaiadml3: (master)

“tit-puppet-environments § |

+———— — + — +
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-
]

S5 plEE B et i et o

Snapshot created on 2A16-18-31 11:01:684,352948 based on production

otifications: fooBcern.ch

YErrides:

commaon !
hieradata: commit/86eldichh3be E813fearY24Y42c94danfl1216d9
site! commit/cheaZ98afecsteqYdebbadBed7alaZzdffdiaedl 1

hostgroups:
gppseryver: master
database: master
dblct master

modules:
aodh: commit/eBbAZ21T7Y9c9f4R29a884badbel?ddd fE3ACEakke
apache: commit/79049ed69d729dchel? f9b3hecibbd2 f45a743d4
archive: commit/8999548abdfBd3dadBeBbeflE1] fdabcse?ad 2y
augeasproviders_base: commit/BAC1EBEAT2E3976TB02B0515d3ede97cY2TA3G T
augeasproviders_ssh: commit/Hae3fadlZdfdcacodbabibZ2diedsYd996beY 3306
augeasproviders_sysctl: commit/dBZ2deBdo fdBb62cfdBZadBat?hdebdBle]l TADSda
authurapper: master
i etc

ai434 . uaml"” 26L, 763C written

20 ]
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A node belongs to a hostgroup

subhostgroup

A
| 1

r\nyapp{frontend/sso

\_Y_I

top-level subhostgroup

\ J
|

hostgroup

49



backup/server/tape/lib0
punch/fore/balance/external

cloud_compute/level2/kvm/gva_project_002



it-puppet-hostgroup-myapp
code
manifests/
init.pp
frontend.pp
frontend
SS0.pp
data
hostgroup
myapp.yaml
myapp \
frontend.yaml

frontend
sso.yaml

myapp

K
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it-puppet-hostgroup-myapp
code
manifests

frontend.pp
frontend
SS0.pp
data
hostgroup
myapp.yaml -.____

myapp - -
frontend.yaml

frontend \

sso.yaml

init.pp - _—

myépp/frontend

52



it-puppet-hostgroup-myapp
code
manifests

init.pp ,,———:’: ______________
frontend.pp

frontend /
SSO.pp
data
hostgroup

myapp.yaml -.___

myapp T -
frontend.yaml
frontend

sso.yaml \

_______

myapp/frontend/sso
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it-puppet-hostgroup-myapp

code
manifests
init.pp
frontend.pp
frontend
SS0.pp
data
hostgroup
myapp.yaml
myapp
frontend.yaml
frontend
sso.yaml

it-puppet-module-apache
files
lib
manifests
init.pp
vhost.pp

templates

frontend.pp

class hg myapp::frontend ({

class {‘apache’:
server signature => ‘off’

}

apache: :vhost {

}

54



it-puppet-hostgroup-myapp

code
manifests
init.pp
frontend.pp
frontend
$S0.pp
data
hostgroup
myapp.yaml
myapp
frontend.yaml
frontend
sso.yaml
fqdns
appc003.cern.ch.yaml

$S0.pp

class hg myapp::frontend::sso {

include shibboleth

sso.vaml|

shibboleth::session storage: 'memcache'
shibboleth: :memcached servers:

- foomcOl.cern.ch

- foomc02.cern.ch
shibboleth: :memcached prefix: "MY PREFIX:"
shibboleth::remote user: 'ADFS LOGIN'
shibboleth: :application name: foo application
shibboleth::site name: foo.bar.cern.ch

99



393 modules (upstream and homegrown)

206 top-level hostgroups (services)

56



Only one service

risk
and
impact

100% nodes

hostgroups

(cloud_common)

individual modules

/

(apache)
shared modules

\

/

(stdlib)

base modules

\

5]



Or just log in and out!
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